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Miami, FL - As I waited to board a Royal Caribbean cruise here recently, I was directed to stare into an iPad which was used to take a photo of my face.  I had no choice in the matter.  The fellow who was holding the iPad told me rather smug, matter-of-fact manner that a photo was “now required by the government” for me to board the ship.   Like a compliant sheep, I shrugged and gave him a very lame, “OK.”

I assume that my facial features now permanently reside in a government data base along with as much personal information as I have provided over the years with passport applications, the new “real ID” driver’s license and various other data points fed into computers.  In truth, none of us have any clear idea of exactly how much information various government (or private) organizations have stored about us.  What is certain is that it is becoming increasingly difficult to remain anonymous.

Even my new iPhone 11 has some scarily intrusive features.  It now opens simply by my putting the phone in front of my face – there is no sound of a photo being taken.  God only knows what other photos it is taking of me and whatever happens to be around me at any given time.  Because the phone is continually connected to THE CLOUD, I also assume that everything I do on that phone can be accessed, not by angels, but by other computers and the humans that operate them.  

This whole “cloud” gambit is in itself scary, if you have privacy concerns.  Although I have never lost sleep while worrying about the security of my personal information, perhaps I should.  There is little information about who has access to THE CLOUD or what procedures are in place to protect the yotta-bits (1024) of data contained on these mysterious computers.   What I do know is that Amazon, Apple, Microsoft and many other huge outfits have scores of sites housing massive banks of computers being used to store all types of information on most of us.  I am certain that my facial features are now somewhere in that jumble of data.
With respect to my cruise boarding experience, I subsequently learned that our government is now executing a congressional mandate to create a “biometric entry-exit system” and has started by enlisting Royal Caribbean, Jet Blue and British Airways to do the dirty work, namely photographing as many faces as choose to board.  It turns out that Delta (airline) began an optional facial recognition technology two years ago to allow “biometric boarding’ – allegedly to lessen the time to board passengers on its planes.  Of course, Delta says that it “handles photos with the greatest care.”  But in the same breath they also admit that they transmit all their biometric info to the U.S. Customs and Border Protection (CBP) agency.  Their only goal, they say, is to build a biometric system “in a way that secures and facilitates lawful travel while protecting the privacy of all travelers.”  
Apologists for these biometric intrusions reply to those with privacy concerns by asking, “Why shouldn’t the same technology that enables you to unlock your smartphone also make for a more streamlined travel experience?” However, several security experts remain unconvinced about the trade-off between ease of travel and stolen personal information because computer-stored biometric information is a prime target for hackers.  Facial recognition software is now widely deployed by Google and Facebook enabling a user to almost immediately recognize you even as you are walking in a crowd.  It does not take much imagination to conceive of the government being able to identify citizens who choose to participate in a demonstration or even to track your movements via the increasingly ubiquitous security cameras we now pass by without notice when in public. 
Maybe I need to re-grow some facial hair and start wearing a hat and sunglasses whenever I leave home.  In fact, I may try this when I go on my next cruise.  Until then, May the Face be with you!
I thought you might like to know.
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