
They’re Watching!
by
Eyes Right 
Lorton, VA - As I was driving my electric car (a Nissan Leaf) here recently, I looked at the display screen which provides location and navigation information.  I also noticed that the speed limit, 35 mph, for the highway where I was driving was shown and that it changed correctly as I turned onto a residential street with a slower posted speed.
When I started the car on earlier in the day I had seen a setting on the same display which said something about information being transmitted to Nissan unless I declined.  All of this data flow started me to think about the implications for future owners of self-driving, or autonomous, vehicles.  Such a car (or truck) will be capable of navigating roads and interpreting traffic control devices with no driver input 
Obviously a mandatory feature of every such vehicle is for the onboard computer(s) and sensors to know exactly where the car is at any given instant along with its direction, speed, acceleration and what is surrounding it - other vehicles, highway markings, traffic lights, pedestrians....essentially everything which will allow the car to navigate safely.  It must also be able to correctly interpret this information to make proper decisions so that the vehicle can proceed from x to y without incident.  Current technology allows all of this to be done reasonably well now, and it is safe to assume that future improvements will be capable of making such automation even more robust and safe.
For this type of future transportation to become viable and widespread, there are several troubling issues regarding personal freedom which must be addressed.  Presumably one of the key features of a self-driving car is adherence to speed limits.  I cannot imagine any car manufacturer designing a vehicle which will be programmed to exceed posted speed limits.  If you are traveling on an interstate highway which has a limit of 65 mph, that will be the maximum speed that the car will typically move.  I do not know if  sudden acceleration for emergency situations will be built into the operating programs, but “normal” driving will not be at speeds greater than the limits.  To imagine anything else assumes that all liability and legal issues will suddenly disappear.  Is Ford, or Nissan, or any car company willing to take on the inevitably countless suits when an autonomous vehicle is stopped for exceeding a speed limit?   And will the same Americans who routinely drive at speeds in excess of highway limits going to be content to motor along at a continuous 65 mph on interstates...or to be late for meetings across town?  I do not recall ever being in non-rush hour traffic anywhere with every car moving at or below the speed limit, in spite of the ever-present threat of getting a ticket.
Another concern in this ever-increasing digital world is that hackers will have new avenues for creating havoc.  Imagine the fallout when someone electronically changes the speed limits on even one road from 55 mph to 15 mph.  Currently those speed limits which I see on the screen of my Leaf presumably.come from a massive data base which has every road assigned a limit based on the latest information.  Someone has to update that info periodically.  If unauthorized access is gained to change the data, an entire city, or region, or country could be sent into immediate chaos in an era of autonomous vehicles.
My greatest concern involves even more sinister possibilities.  If every vehicle needs to know where it is at all times, what is to keep the government (or a hacker) from also knowing where every car is located every minute?  I am certain that the police would love to have this type of information available.  Type in the license number (or VIN) of any vehicle and, boom, there is its location, speed, and direction immediately shown on the screen.  And why not also have the ability to tell that onboard computer to pull the car over?
Are you ready for this?  I’m not.
I thought you might like to know.
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